
	

 

   

 

 

  

 

Fraud Alert 
   

Multiple Credit Unions Report Receiving Fraudulent Emails 
Regarding Money Laundering Reports. 
   

Credit unions in the Northwest are reporting a fraudulent email scheme that is circulating. 
   
The email contains the subject line "Potential money laundering report" and includes a PDF 
attachment. The email indicates that the sender is the BSA/AML officer at Interra Credit Union, 
received a suspicious transfer from the receiving credit union's member and has put a hold on 
the transaction. The email then goes on to state that the sender is required to notify the credit 
union of the potential money laundering activity under 314(b) of the US Patriot Act. 
   
The emails are signed by different individuals, all stating that they are the BSA/AML Compliance 
Officer at Interra credit union (which has confirmed that these emails are not legitimate). 
However, the email addresses that the messages originated from are not consistent with the 
credit union. Additionally, 314(b) allows information sharing between registered financial 
institutions but it does not require it. 
   
A copy of the fraudulent email is below:  

 

 



	

 
 
 

It is important that credit union employees do not open email attachments or click on links 
contained in emails from unknown senders. If the sender appears to be known but the email was 
not expected, take steps to verify that the email is legitimate by, for example, verifying the email 
address of the sender, calling the sender, etc. Additionally, emails related to the 314(b) 
information sharing program under the US Patriot Act should be directed to the BSA Officer or 
other designated individual within the credit union (and a legitimate sender would have access to 
a list with this information). 
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