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Fraud Alert 
   

Credit Unions Should Remain Vigilant When Opening Accounts 
Online 
   

In January, we issued a fraud alert regarding fraudulent online account opening attempts 
occurring at a Washington credit union. In this particular scenario, the fraudsters appeared to 
have access to the victims' credit reports as they were able to supply credit report specific 
information, such as the name and payment amounts of the victims' mortgages. Luckily in this 
scenario, the credit union noticed some anomalies, such as strange maiden names, drivers 
license inaccuracies, and similar emails addresses, and were able to stop the activity from 
progressing.  
   
As credit unions continue to move towards offering more automated services, such as online 
account openings and online loan applications, attempts of impersonation and ID theft will likely 
continue. Online account opening can make it difficult for credit unions to determine if they are 
dealing with a legitimate applicant or someone impersonating an applicant. While each credit 
union should evaluate its online account opening procedures and the associated risks, there are 
some general red flags credit unions should be aware of:  

• Multiple account opening requests received within a short time frame, especially if there 
are similarities between the accounts (similar IP, email, phone number, etc.). 

• Multiple inquiries from other financial institutions on the Chexsystems or credit reports. 
Most individuals don’t open multiple deposit accounts at multiple financial institutions 
within a short period of time.  

• Account opening requests followed by immediate account activity, such as bill payments, 
credit applications, ATM deposits, etc., especially if some of the other red flags are 
present.  

• Requests for credit or debit cards to be sent to addresses that were recently changed or 
that do not match the address of record.  

• If you are able to determine the IP address and it doesn’t match the rest of the 
information provided by the applicant. For example, if the applicant states they are in 
Oregon but the IP address is from Texas, this indicates an inconsistency with the 
information being provided.  
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• If you require a copy of the ID used to be scanned/faxed to the credit union, carefully 
inspect the ID to ensure it looks legitimate. 

• Follow your ID Theft Red-Flag procedures. If there are any discrepancies between the 
credit report and the information provided by the applicant, use your procedures to 
identify why there is a discrepancy and mitigate the risk associated with that discrepancy 
in accordance with your procedures. 

• If possible, review a report that shows similarities in information provided by new 
applicants. For example, if a specific set of new account requests includes the name, 
phone number, physical or mailing address, or email address, this can help the credit 
union pinpoint potential ID theft/fraudulent activity. 

As with any product or service offered, credit unions should ensure they have created a risk 
assessment of that product or service and implemented policies and procedures to help mitigate 
the associated risk. When new risks are presented, such as those associated with a large data 
breach, the credit union should review its risk assessments to determine if updates are 
necessary. 
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If your credit union needs to report fraud, please fill out this form. 
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If you would like to stop receiving ALL emails from us, go here. 
To sign up for other mailing lists, go here. 

Please send any comments about this email to webmaster@nwcua.org. 
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