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Washington-based Credit Union Reports Loan Fraud 

Involving Vehicle Purchases 

  

  

  

  

A credit union in Washington is alerting other financial institutions to 

a loan scheme involving vehicle loans. 

In this scheme, an individual will come into a credit union to apply 

for membership and an auto loan. The individual will have a 

purchase order from a smaller dealership that is unknown to the 

credit union. Upon initial review, the dealership will appear to be 

registered with the state as a business, but the address used for 

the dealership will turn out to be a residence, not a dealership. 

Additionally, the VINs listed for the vehicles actually belong to 

vehicles owned by other dealerships. 

For this particular scheme, the fraudsters appeared in person at the 

credit union’s location to open the accounts. The information used 
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to open the accounts and apply for the loans was sometimes valid 

in terms of name, date of birth, and social security number. 

However, some of that information was stolen. 

The fraudsters also used various paystub websites, such as 

paycheckstubonline.com, to create fake paystubs and W-2s. As 

more individuals came in with the fraudulent paystubs, the credit 

union was able to uncover a pattern in the format, font, check 

number, and other information printed on the paystubs. 

Additionally, the fraudsters had a large amount of money for the 

down payment and appeared to be first time car buyers. The loan 

amounts requested so far have been for $14,000 to $16,000, 

although other institutions could see requests for different amounts. 

These fraudsters went to great lengths to make the dealerships 

appear legitimate, even obtaining business licenses. At this point in 

time, the best way to uncover the scheme is to research the 

address listed on the business license and determine if it is a 

residential address. Additionally, if several of the paystubs look 

similar (or are similar with the exception of the name and social 

security number), there is a chance that the individual might be part 

of this loan fraud scheme. 
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